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REL00886 Kraftringen Nat AB
2025-101752 556228-1138

Forvaltningsberattelse

Forvaltningsberittelse

Koncessionsnummer

644T, 401BG, 712AD, 863AB, 401BE, 2974CB, 70350, 7035P

Allmant om verksamheten

Kraftringen Nat AB, organisationsnummer 556228-1138 med sate i Lund, erbjuder distributionstjanster inom elnat och gasnat.

Féretaget bedriver distribution av el inom sina koncessionsomraden vilket omfattar stérre delen av kommunerna Lund, Lomma, Eslév, Hérby, Klippan, Astorp
och Torsas samt delar av kommunerna Héér, Svalév, Sjébo, Kavlinge, Bjuv, Angelholm, Orkelljunga, Emmaboda, Kalmar, Lessebo, Karlshamn, Karskrona,
Ronneby och Tingsryd.

Foretaget ar ett helagt dotterbolag till Kraftringen Energi AB (publ) (556100-9852) med sate i Lund, som upprattar koncernredovisning. Kraftringen Energi AB
(publ) &gs av Kraftringen AB (556527-9758) som i sin tur ags av Lunds kommun (82,4%), Eslévs kommun (12,0%), Hérby kommun (3,5%) och Lomma
kommun (2,1%)

Vasentliga handelser under och efter rakenskapsaret

Avseende vaderrelaterade handelser som drabbat Kraftringens natomrade under aret, har eldistributionen framst paverkats av ett kraftigt sndovader som drog

in 6ver Skane i borjan av januari.

Under aret har El meddelat beslut om intaktsramar for bade 2020-2023 samt 2024—2027. Besluten lag i linje med bolagets interna prognoser och prissattning.
WACC for perioden 2020-2023 beslutades till 3,39 % och WACC for perioden 2024-2027 till 4,53 %. Hojningen av WACC beror huvudsakligen pa det 6kade
rantelaget fran foregaende period. Sarskilt investeringsutrymme for perioden 2020-2023 har ocksa beslutats av El och dven detta lag i linje med
forvantningarna.

For bade elnat har El aviserat att de arbetar for en foérandring av modellen for berakning av intdktsramen. Férandringen forvantas trada i kraft under
nastkommande reglerperiod, 2028-2031.

Egna aktier

Q) Foretaget har inga egna aktier.

Flerarsoversikt

2025-04-25 12:04
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Forvaltningsberattelse

Nettoomsattning exkl punktsaktter

Rorelseresultat

Resultat efter finansiella poster

Investeringar

Soliditet

Resultatdisposition

Arets resultat balanseras i ny rakning.
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2024

1069 184

408 200

408 985

365 667

47,08

2023

904 105

288 401

289 308

318 500

46,91

2022

841 128

314 856

315 561

290 757

46,28

2021

845 080

362 649

363 281

221285

44,93

2020

833 524

371903

372719

195 996

43,26
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REL00886 Kraftringen Nat AB
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Forvaltningsberattelse

Byte av redovisningsprincip

Inget att rapportera.

Miljinformation

Foretaget ar sedan 2004 certifierat enligt miljdledningssystemet ISO14001 och foretaget bedriver ingen miljéfarlig verksamhet med tillstands- eller
anmalningsplikt enligt Miljébalken.

Milj6certifieringen innebar, utdver att folja lagkrav och miljétillstdnd géallande férebyggande av miljéolyckor, att koncernen stravar efter en hog
miljdmedvetenhet samt en miljdinriktad foretagskultur. Miljdledningssystemet utgor verktyget for att hantera den miljépaverkan verksamheten kan generera
och omfattar bland annat miljomalen; att skapa en fossilbranslefri samt energieffektiv vardekedja.

Forvantningar avseende den framtida utvecklingen
Foretagets framtida verksamhet, resultatutveckling och langsiktiga malséattning bedéms motsvara agarnas forvantningar. De senaste arens positiva

kassafldden kommer framéver att investeras i en omfattande framtidssékring av elnaten for att klara energiomstallningen och sakerstalla eldistributionen.
Fram till &r 2030 planeras investeringar for ca 2 mdkr.

Verksamheten omfattas av Lagen om offentlig upphandling for férsérjningssektorn. Under det kommande aret kommer nya avtal for elnatstjanster att

upphandlas.

Ovriga upplysningar

2025-04-25 12:04
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REL00886
2025-101752

Materiella anlaggningstillgangar

Kraftringen Nat AB

556228-1138

Pagaende
. . nyanligg-
Tillaggsupplysningar for El- X . X Summa
X N . X . El- Maskiner och Inventarier, ningar och i
materiella anlaggningstillgangar distributions- 5 Byggnader i . materiella
" . X produktions- andra tekniska verktyg och forskott . :
(tkr) (NO110-NO240 ar anlaggningar " 5 och mark . . 5 X anlaggnings-
i 5 i . anlaggningar anlaggningar installation avseende .
obligatoriska uppgifter) och métare i tillgangar
materiella
AT
Ingdende anskaffningsvarde NO110 3871070 0 18 085 0 782 401 276 4291213
Inkdp NO120 0 0 0 0 0 365 667 365 667
Forsaljningar/utrangeringar NO130 -27 476 0 -40 0 0 0 -27 516
Omklassificeringar NO140 232703 0 0 0 0 -232 935 -232
Utgaende anskaffningsvarden NO150 4 076 297 0 18 045 0 782 534 008 4629 132
Ingaende avskrivningar NO210 -1 533 988 0 -10 411 0 -782 0 -1 545 181
Aterférda avskrivningar pa
o . NO220 22 674 0 0 0 0 0 22 674
forsaljningar/utrangeringar
Omklassificeringar NO230 0 0 0 0 0 0 0
Arets avskrivningar NO240 -107 571 0 -101 0 0 0 -107 672
Utgaende ackumulerade
o NO250 -1 618 885 0 -10 512 0 -782 0 -1 630 179
avskrivningar
Ingéende uppskrivningar NO310 0 0 0 0 0 0 0
Aterférda uppskrivningar pa
L PP garp NO320 0 0 0 0 0 0 0
forsaljningar/utrangeringar
Omklassificeringar mm NO330 0 0 0 0 0 0 0
Arets uppskrivningar NO340 0 0 0 0 0 0 0
Arets avskrivningar p& uppskrivet
NO360 0 0 0 0 0 0 0
belopp
Utgaende ackumulerade
. . . NO370 0 0 0 0 0 0 0
uppskrivningar/évervarden netto
Ingaende nedskrivningar NO410 0 0 0 0 0 0 0
Aterférda nedskrivningar pa
o ) NO420 0 0 0 0 0 0 0
férsaljningar/utrangeringar
Aterférd nedskrivning NO430 0 0 0 0 0 0 0
Omklassificeringar NO440 0 0 0 0 0 0 0
Arets nedskrivningar
. . NO450 0 0 0 0 0 0 0
(anskaffningsvarde)
Utgaende ackumulerade
. . NO460 0 0 0 0 0 0 0
nedskrivningar (ansk.varde)
Redovisat varde NO500 2 457 412 0 7 533 0 0 534 008 2998 953
2025-04-25 12:04
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Eldistributionsanlaggningar

Kraftringen Nat AB

556228-1138

Eldistributions- anlaggningar . Ledningar . . i Mottagnings- och
i i . Matare och i Ledningar - Natstationer och i . .
(samtliga uppgifter ar . inkl. . L. fordelningsstationer Ovrigt Summa
i X styrutrustning . hégspanning transformatorer X .
obligatoriska) kabelskap anslutna i lokalnat
Ingédende anskaffningsvéarde NO6001 295113 1085207 1516 371 453 342 509 496 11 541 3871070
Inkdp NO6011 0 0 0 0 0 0 0
Forsaljningar/utrangeringar NO6021 -17 292 -1675 -7 958 -167 0 -384 -27 476
Omklassificeringar NO6031 9780 68 099 100 722 31065 17 212 5825 232703
Utgaende anskaffningsvarde NO6041 287 601 1151 631 1609 135 484 240 526 708 16982 4076 297
Ingédende avskrivningar NO6051 -100 514 -471 402 -577 643 -183 194 -193 387 -7 848 -1533988
Aterférda avskrivningar pa
o . NO6061 12 627 1675 7 821 167 0 384 22 674
forsaljningar/utrangeringar
Omklassificeringar NO6071 0 0 0 0 0 0 0
Arets avskrivningar NO6081 -26 574 -24 048 -35 260 -10 126 -11189 -374 -107 571
Utgaende ackumulerade
o NO6091 -114 461 -493 775 -605 082 -193 153 -204 576 -7838 -1618 885
avskrivningar
Utgaende ackumulerade
o . . NO6101 0 0 0 0 0 0 0
uppskrivningar/6vervarden netto
Utgaende ackumulerade
o . NO6111 0 0 0 0 0 0 0
nedskrivningar (ansk.varde)
Redovisat varde NO6121 173 140 657 856 1004 053 291 087 322 132 9144 2457 412
2025-04-25 12:04
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REL00886 Kraftringen Nat AB
2025-101752 556228-1138

Elproduktionsanlaggningar

Mobila reservaggregat,

Elproduktionsanlaggningar (samtliga Elproduktionsanldaggningar, uteslutande avsedda .
. . . . B " . avsedda for tillfalligt Summa
uppgifter ar obligatoriska) flor att tacka natforluster i
bruk vid elavbrott
Ingadende anskaffningsvarde NO7001 0 0 0
Inkdp NO7011 0 0 0
Forsaljningar/utrangeringar NO7021 0 0 0
Omklassificeringar NO7031 0 0 0
Utgaende anskaffningsvarde NO7041 0 0 0
Ingaende avskrivningar NO7051 0 0 0
Aterférda avskrivningar pa
o . NO7061 0 0 0
forsaljningar/utrangeringar
Omklassificeringar NO7071 0 0 0
Arets avskrivningar NO7081 0 0 0
Utgaende ackumulerade avskrivningar ~ NO7091 0 0 0
Utgaende ackumulerade
o . . NO7101 0 0 0
uppskrivningar/6vervarden netto
Utgaende ackumulerade nedskrivningar
. NO7111 0 0 0
(ansk. varde)
Redovisat varde NO7121 0 0 0
2025-04-25 12:04
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REL00886

Kraftringen Nat AB

2025-101752 556228-1138
Not Resultatrakning
Specifikation till Resultatrakningen (samtliga uppgifter ar obligatoriska)
Nettoomsattning (tkr) 2024 2023
Transiteringsintakter RR7101 1026 477 878 311
Anslutningsintakter RR7102 30 553 24 013
Engangsintakter RR7103 1164 1412
Ersattning till kund fér leveransavbrott RR7112 -571 -5 748
Myndighetsavgifter RR7113 11 561 6117
Nettoomsattning RR7110 1069 184 904 105
Kostnader for transitering och inkop av kraft (tkr) 2024 2023
Transitering och inkdp av kraft RR7321 -313 632 -284 719
Ersattning fran dverliggande nat avseende leveransavbrott RR7323 0 0
Myndighetsavgifter RR7324 -11 561 -6 117
Totalt kostnader for transitering och inkdp av kraft RR7320 -325 193 -290 836
2025-04-25 12:04
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REL00886
2025-101752

Kraftringen Nat AB
556228-1138

Resultatrakning
Resultatrakning (tkr) (samtliga uppgifter ar obligatoriska) 2024 2023
Nettoomsattning RR7110 1069 184 904 105
Foérandring av lager av produkter i arbete, fardiga varor och pagaende arbete for annans
rskning RR71120 0 0
Aktiverat arbete for egen rakning RR71140 0 0
Ovriga rérelseintakter RR71150 7 641 1636
Summa rorelseintékter, lagerférandringar m.m. RR71160 1076 825 905 741
Totalt kostnader for transitering och inkop av kraft RR7320 -325 193 -290 836
Ravaror och férnédenheter RR73120 -181 -453
Ovriga externa kostnader RR73130 -166 775 -163 638
Personalkostnader RR73140 -64 003 -58 415
Avskrivningar och nedskrivningar av materiella och immateriella anlaggningstillgangar RR73150 -107 672 -102 682
Nedskrivningar av omsattningstillgangar utdver normala nedskrivningar RR73160 0 0
Ovriga rérelsekostnader RR73180 -4 801 -1 316
Summa rorelsekostnader RR73190 -668 625 -617 340
Rérelseresultat RR74000 408 200 288 401
Resultat fran finansiella investeringar:
Intékter fran andelar i koncernforetag RR75110 0 0
Intakter fran andelar i intresseforetag RR75120 0 0
Intékter fran 6vriga vardepapper och fordringar som ar anlaggningstillgangar (med
sarskild uppgift ogm intéku’:r fF;zn koncernft')regiag) sonnastieanear RR75130 0 0
Ovriga ranteintakter och liknande resultatposter RR75140 794 909
Nedskrivningar av finansiella anlaggningstillgangar och kortfristiga placeringar RR75145 0 0
Rantekostnader och liknande resultatposter RR75150 -9 -2
) Summa finansiella poster RR75000 785 907
Resultat efter finansiella poster RR76000 408 985 289 308
Extraordinara intakter RR77110 0 0
Extraordinara kostnader RR77120 0 0
Bokslutsdispositioner
Erhallna koncernbidrag TU7713332 0 0
Lamnade koncernbidrag TU7713331 -242 227 -138 849
Férandring av periodiseringsfond TU771313 0 0
Férandring av dveravskrivningar TU771323 -153 938 -151 045
Ovriga bokslutsdispositioner TU771343 0 0
Summa bokslutsdispositioner TU771303 -396 165 -289 894
Resultat fore skatt RR77135 12 820 -586
2025-04-25 12:04
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Kraftringen Nat AB
556228-1138

Resultatrakning (tkr) (samtliga uppgifter ar obligatoriska)

Skatt pa arets resultat
Ovriga skatter

Arets resultat

2025-04-25 12:04
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2024 2023
RR77140 154 142
RR77150 0 0
RR78000 12 974 -728
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Balansrakning Tillgangar

Kraftringen Nat AB
556228-1138

TILLGANGAR (tkr) 2024 2023

Tecknat men ej inbetalt kapital BR71100 0 0
Immateriella anlaggningstillgangar
Balanserade utgifter fér forskning- och utvecklingsarbeten och liknande arbeten BR71211 0 0
Koncessioner, patent, licenser och varumarken BR71212 0 0
Hyresratter och liknande rattigheter BR71213 0 0
Goodwill BR71214 0 0
Forskott avseende immateriella anlaggningstillgangar BR71215 0 0
Summa immateriella anlaggningstillgangar BR71210 0 0
Materiella anldaggningstillgangar
Eldistributionsanléaggningar och matare NO500ed 2457 412 2 337 082
Elproduktionsanlaggningar NO500ep 0 0
Byggnader och mark NO500 7 533 7674
Inventarier, verktyg och installation NO5002 0 0
Maskiner och andra tekniska anlaggningar NO5001 0 0
Pagaende nyanlaggningar och forskott avseende materiella anlaggningstillgangar NO5003 534 008 401 276
Summa materiella anlaggningstillgangar BR71220 2998 953 2746 032
Finansiella anlaggningstillgangar
Andelar i koncernféretag BR71231 0 0
Fordringar hos koncernféretag BR71232 0 0
Andelar i intresseféretag BR71233 0 0
Fordringar hos intresseforetag BR71234 0 0
Andra langfristiga vardepappersinnehav BR71235 0 0
Lan till delagare eller narstaende BR71236 0 0
Andra langfristiga fordringar BR71237 1498 1254
Summa finansiella anlaggningstillgangar BR71230 1498 1254
Summa anlaggningstillgangar BR71200 3000 451 2 747 286
Varulager m.m
Ravaror och férnédenheter BR71311 0 0
Varor under tillverkning BR71312 0 0
Fardiga varor och handelsvaror BR71313 0 0
Ovriga lagertiligangar BR71316 36 36
Pagaende arbete for annans rakning BR71314 0 0
Forskott till leverantorer BR71315 0 0
Summa varulager m.m. BR71310 36 36
Kortfristiga fordringar
2025-04-25 12:04
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TILLGANGAR (tkr) 2024 2023

Kundfordringar BR71321 68 625 52 515
Fordringar hos koncernféretag BR71322 0 0
Fordringar hos intresseforetag BR71323 0 0
Ovriga fordringar BR71324 56 260 53 695
Upparbetad men ej fakturerad intakt BR71327 0 0
Forutbetalda kostnader och upplupna intékter 10 BR71325 95 890 72726
Summa kortfristiga fordringar BR71320 220 775 178 936
Kortfristiga placeringar
Andelar i koncernféretag BR71331 0 0
Ovriga kortfristiga placeringar BR71333 0 0
Summa kortfristiga placeringar BR71330 0 0
Kassa och bank
Kassa och bank BR71340 0 0
Redovisningsmedel BR71341 0 0
Summa kassa och bank BR71342 0 0
Summa omsattningstillgangar BR71300 220 811 178 972
SUMMA TILLGANGAR BR71000 3 221 262 2926 258
2025-04-25 12:04

12 (27)

FF-3C-C8-CC



REL00886
2025-101752

Balansrakning EK och Skulder

Kraftringen Nat AB
556228-1138
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EGET KAPITAL OCH SKULDER (tkr) (samtliga uppgifter ar obligatoriska) 2024 2023

Bundet eget kapital
Aktiekapital BR72111 14 617 14 617
Ej registrerat aktiekapital BR721111 0 0
Uppskrivningsfond BR72113 0 0
Reservfond BR72115 2698 2698
Andra fonder BR72114 0 0
Inbetalda insatser och emissionsinsatser (endast for ek. for.) BR72116 0 0
Summa bundet eget kapital 11 BR72110 17 315 17 315
Fritt eget kapital
Overkursfond BR72112 0 0
Balanserat resultat BR72121 148 191 148 919
Arets resultat RR78000 12974 -728
Summa fritt eget kapital 11 BR72120 161 165 148 191
Eget kapital BR72100 178 480 165 506
Obeskattade reserver BR72200 1674 186 1520 248
Avsattningar
Avsattningar for pensioner och liknande forpliktelser BR72311 684 538
Avsattningar till skatter BR72312 0 0
Ovriga avsattningar BR72313 0 0
Summa avsattningar BR72300 684 538
Langfristiga skulder
Obligationslan BR72411 0 0
Checkrakningskredit BR72410 0

® Skulder till kreditinstitut BR72412 0 0
Skulder till koncernféretag BR72413 0 0
Skulder till intresseforetag BR72414 0 0
Ovriga skulder BR72415 0 0
Summa langfristiga skulder 12 BR72400 0 0
Kortfristiga skulder
Checkrakningskredit BR72510 0
Skulder till kreditinstitut BR72511 0 0
Forskott fran kunder BR72512 0 0
Pagaende arbete for annans rakning BR72521 0 0
Fakturerad men ej upparbetad intakt BR72522 0 0
Leverantorsskulder BR72513 99 414 71198
2025-04-25 12:04
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EGET KAPITAL OCH SKULDER (tkr) (samtliga uppgifter ar obligatoriska) 2024 2023
Vaxelskulder BR72514 0 0
Skulder till koncernféretag BR72515 997 692 929 755
Skulder till intresseforetag BR72516 0 0
Skatteskulder BR72517 0 0
Ovriga kortfristiga skulder BR72518 161 915 142 677
Upplupna kostnader och férutbetalda intékter 13 BR72519 108 891 96 336
Summa kortfristiga skulder BR72500 1367 912 1239 966
SUMMA EGET KAPITAL OCH SKULDER BR72000 3221 262 2 926 258
POSTER INOM LINJEN
Stéllda sdkerheter och ansvarsférbindelser:

Panter och darmed jamférliga sakerheter som har stallts fér egna skulder och
avsattningar, varje slag for sig BR72625 0
Ovriga stallda panter och darmed jamforliga sakerheter, varje slag for sig BR72609 0
Ansvarsforbindelser BR72620 0
Ovriga ansvarsforbindelser BR72621 0
Berdkning av sysselsatt kapital:
SUMMA TILLGANGAR BR71000 3221262 2 926 258
- Justerade skulder BR75200 -1 713 478 -1 553 675
+ Rantebarande skulder BR75300 684 538
= SYSSELSATT KAPITAL BR75000 1508 468 1373121
2025-04-25 12:04
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Sarskild rapport ekonomiska data

Kraftringen Nat AB

556228-1138

Sarskild Rapport - ekonomisk information (samtliga uppgifter ar

obligatoriska) 2024 2023 2022 2021 2020
Intakter (tkr)
Intakter fran abonnemang i inmatningspunkt TN620100 7 463 6 707 7 260 7167 7 201
Intékter fran abonnemang i granspunkt TN620101 7229 1928 2756 1302 1301
Intékter fran hogspanningsabonnemang i uttagspunkt TN620200 146 598 135 084 115 888 122 498 124 481
Intékter fran lagspanningsabonnemang i uttagspunkt TN620300 865 187 734 592 683 625 678 669 670 979
Summa transiteringsintakter TN620 1026 477 878 311 809 529 809 636 803 962
Kostnader (tkr)
Kostnader for anslutning till dverliggande och angransande nat TN630150 -2 052 -10 464 -6 683 0 0
Kostnader for abonnemang till dverliggande och angransade nat TN630100 -228 564 -198 963 -181 742 -154 335 -152 251
Kostnader for inkOpt energi for att tacka natforluster TN630450 -63 197 -43 394 -20 180 -21 766 -24 703
Kostnader fér egenproducerad energi for att tcka natférluster TN630451 0 0 0 0 0
Ersattning till innehavare av produktionsanlaggning for inmatning av el TN630500 -19 819 -31 898 -12 876 -11 797 -12 021
Kostnader for natkapacitetsreserv TN630460 0 0 0
Summa transitering och inkop av kraft TN630 -313 632 -284 719 -221 481 -187 898 -188 975
Kostnader for matning och rapportering TN6303002 -32 928 -40 636 -40 739 -38 570 -34 375
2025-04-25 12:04
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REL00886 Kraftringen Nat AB
2025-101752 556228-1138

Sarskild rapport

Sarskild Rapport - natkoncession for omrade inklusive ingaende

. 2024 2023 2022 2021 2020
linjekoncessioner (samtliga uppgifter ar obligatoriska)
Anlaggningar
Ledningsléangd lagspanning - oisolerad luftledning (km) TN610103 17 28 44 55 62
Ledningsléngd lagspanning - isolerad luftiedning (km) TN610104 490 493 498 497 508
Ledningsléangd lagspanning - jordkabel (km) TN610102 5 506 5469 5 531 5365 5313
Ledningslangd hégspéanning - oisolerad luftledning (km) TN610203 349 358 385 395 428
Ledningslangd hégspanning - isolerad luftiedning (km) TN610204 268 262 252 250 257
Ledningsléangd hégspanning - jordkabel (km) TN610202 2733 2 686 2710 2645 2614
Total ledningslangd luftledning och jordkabel (berakning) TN610200 9 363 9 296 9420 9 207 9 182
Natstationer inom omradet (antal) TN610301 2637 2616 2 597 2 586 2583
Totalt installerad transformatoreffekt i natstationerna (MVA) TN610302 902 877 863 853 855
Meter ledning per natstation (berékning) TN610300 3551 3 554 3627 3 560 3555
Natabonnemang
Antal abonnemang i inmatningspunkt fran elproduktions- och
o o TN610400 6 452 5554 3902 2136 1531
energilagringsanlaggningar
Antal abonnemang i inmatningspunkt fran smaskaliga
. R TN610410 292 5490 3831 2079 1472
elproduktionsanlaggningar
Antal abonnemang i inmatningspunkt fran
. . L TN610420 6127 44 51 37 39
mikroproduktionsanlaggningar
Antal abonnemang i inmatningspunkt fran elproduktionsanlaggningar
I ° . 9P X p. . 99 g TN610450 33 20 20
och energilagringsanlaggningar exkl. smaskalig- och mikroproduktion
Abonnemang i gréanspunkt (antal) TN610600 32 32 30 30 30
Hogspanningsabonnemang i uttagspunkt (antal) TN610700 180 184 181 176 175
Lagspanningsabonnemang i uttagspunkt (antal) TN610800 97 317 97 989 99 009 101 065 99 861
Q) Totalt antal abonnemang i uttagspunkt TN610900 97 497 98 173 99 190 101 241 100 036
Total ledningslangd (meter) per abonnemang (berakning) TN611000 96 95 95 91 92
Overforing
Natets sammanlagda abonnerade effekt (MW) - 6verliggande och
. . TN611001 479,54 463,00 431,00 430,00 430,00
angransande nat
Sammanlagd maximal inmatad effekt (MW) till redovisningsenheten TN611100 370,46 340,00 349,00 358,00 353,00
Totalsumma inmatad energi till redovisningsenheten (MWh) TN6113010 1906063 1804050 1807027 1980402 1928541
Inmatad energi fran alla elproduktions-och energilagringsanlaggningar
TN611201 329 521 373 981 395 768 375 206 379 216
(MWh)
Inmatad energi fran smaskaliga elproduktionsanlaggningar (MWh) TN611210 42 937 42 909 94 312 86 499 98 843
Inmatad energi fran mikroproduktionsanlaggningar (MWh) TN611300 44 467 36 166 23110 13 819 9287
Inmatad energi fran elproduktions- och energilagringsanlaggningar exkl.
o . . . . TN611250 242 117 294 906 278 346
smaskaliga och mikroproduktionsanlaggningar
2025-04-25 12:04
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Sarskild Rapport - natkoncession for omrade inklusive ingaende

linjekoncessioner (samtliga uppgifter ar obligatoriska) 2024 2023 2022 2021 2020
Utmatad energi till slutkund - lagspanning (MWh) TN611303 1076220 1052445 1095884 1251125 1142797
Utmatad energi till slutkund - hdgspanning (MWh) TN611304 595 585 596 450 561 739 574 150 603 779
Utmatad energi i granspunkt (MWh) TN611305 178 443 99 565 88 665 89 429 108 425
Arets natférlust (MWh) TN611403 55815 55 590 60 739 65 698 73 540
Nyckeltal
Medellastfaktor TN641413 0,8120 0,8206 0,8279 0,8306 0,8246
Utnyttjningsgrad TN641414 0,4709 0,4701 0,5218 0,5125 0,5632
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17 (27)

FF-3C-C8-CC



REL00886 Kraftringen Nat AB
2025-101752 556228-1138

Redovishings- och varderingsprinciper

Redovisnings- och varderingsprinciper

Redovisnings- och varderingsprinciper

Redovisning sker enligt ellagen (1997:857), férordningen om redovisning av natverksamhet (1995:1145) samt Narings- och teknikutvecklingsverkets
foreskrift om redovisning av natverksamhet (1998:1). Redovisningen har uppréttats i enlighet med arsredovisningslagen och BFNAR 2012:1 (K3).
Tillampade redovisnings- och varderingsprinciper 6verensstammer med féregaende ar.

De viktigaste redovisnings- och varderingsprinciper som anvants vid upprattandet av denna rapport sammansfattas nedan:

Resultatrakning

Intéktsredovisning - Nettoomsattningen omfattar forsaljningsintakter fran elnat, anslutningar och éviriga intakter hanforliga till elnat. Distributionsintakter
intaktsredovisas vid leveranstidpunkten.

Avgifter som fakturerats kunden for anslutning till natet intéktsredovisas i den omfattning som avgiften ar for att tdcka den del dar vara eller tjanst levererats.
| de fall anslutningsavgiften ar kopplad till ett avtal med kund, som har en tidsangivelse, redovisas intakten 6ver den tid som avtalats med kunden.
Offentliga bidrag intaktsredovisas nar koncernen har uppfylit de villkor som &r férknippade med bidraget och det foreligger rimlig sakerhet att bidraget
kommer att erhallas. Bidrag som koncernen erhallit men dar alla villkor &nnu inte ar uppfyllda redovisas som skuld. Bidrag som erhallits for forvarv av

en anléggningstillgang reducerar anlaggningstillgangens redovisade anskaffningsvérde. Ovriga offentliga bidrag redovisas i posten Ovriga rérelseintékter.
Samtliga leasingavtal klassificeras som operationell leasing. Klassificering av leasingavtal gors vid leasingavtalets ingaende. Minimilieaseavgifter

enligt operationella leasingavtal dar foretaget ar leasetagare kostnadsfors linjart éver leasingperioden.

Samtliga lamnade och erhallna koncernbidrag redovisas som bokslutsdispositioner.

Balansrakning
Materiella anlaggningstillgangar redovisas som tillgang i balansréakningen om det ar sannolikt att framtida ekonomiska férdelar som ar forknippade
med tillgangen sannolikt kommer att tillfalla koncernen och anskaffningsvardet kan matas pa ett tillforlitligt satt.
Materiella anlaggningstillgangar varderas till anskaffningsvarde med avdrag fér ackumulerade av- och nedskrivningar. Korttidsinventerier och inventarier
av mindre varde kostnadsfors I6pande.
| anskaffningsvardet ingar inkdpspriset och utgifter som ar direkt hanférbara till inkdpet och syftar till att bringa tillgangen pa plats och i skick for att utnyttjas
i enlighet med féretagsledningens avsikt med forvarvet.
Som direkt hanforbara utgifter hanfors utgifter for leverans, hantering, installation och montering, lagfarter samt konsulttjanster.
Laneutgifter som ar direkt hanforliga till investeringar i anlaggningstillgangar som tar betydande tid i ansprak att fardigstalla inréknas i
anskaffningsvardet under uppférandeperioden.
) Anskaffningsvardet reduceras med offentliga bidrag som erhallits for forvarv av anlaggningstillgangar.
Tillkommande utgifter aktiveras endast om det &r sannolikt att de framtida ekonomiska férdelar som &ar férknippade med tillgangen kommer att
komma koncernen till del och anskaffningsvardet kan beraknas pa ett tillforlitligt satt. Utbyte av komponenter réknas in i tillgangens redovisade varde. Om
inte kostnadsfors utgifter under det rakenskapsar som de uppkommer.
Reparationer och underhall kostnadsfors I6pande.
Varulagret varderas till 97% av anskaffningsvardet.

Avskrivningsprinciper

Materiella anlaggningstillgangar skrivs av linjart dver tillgangarnas eller komponenternas bedémda nyttjandeperiod. Avskrivningen beraknas pa det
avskrivningsbara beloppet vilket i de allra flesta fall utgors av tillgangens anskaffningsvarde. | ett fatal fall tas hansyn till ett beréknat restvarde.
Rattigheter som ar baserade pa avtal skrivs av 6ver avtalstiden.

Féljande nyttjandeperioder tillampas::

- Byggnader pa egen mark 40 ar

- Stationer och distributionsnat 40 ar

- Styr- och 6vervakningssystem 7 ar

2025-04-25 12:04
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Redovisnings- och varderingsprinciper

- Matare 10 ar
- Ovriga inventarier 5 ar

Beskrivning av de principer som anvants for att till natverksamheten fordela intakter och kostnader samt tillgangar och skulder mm.

Fordelning av intakter och kostnader

Direkt hanforliga intakter och kostnader bokfors pa konteringsbegrepp for elnat, rérelsegren.
Kostnader gemensamma for flera rérelsegrenar har férdelats enligt foljande:

- Lokalkostnader fordelas efter disponerad yta

- Gemensamma kostnader for IT, personalvard o kontor fordelas efter antal anstallda

- VD/styrelse/administration/kundtjanst fordelas enligt uppskattad tidsatgang for arbetet

- Ovrigt férdelas oftast efter andel i anlaggningsvérde

- Arets skatt har férdelats efter arets omséattning

Fordelning av tillgadngar och skulder

- Verklig grund, i de fall det varit méjligt har verklig grund anvants som férdelningsprincip.

Galler anlaggningstillgangar, kundfordringar, leverantérsskulder, personalkostnader och interimsposter
- Andel av anlaggningstillgangar: likvida medel och obeskattade reserver

- Andel av omsattning: koncernbidrag, moms, skattekonto och energiskatt

- Anel av antal anstallda: personalrelaterade poster som ej kan bestammas enligt verklig grund

ex upplupna gruppforsakringar och sarskild I6neskatt

- Andel av arets resultat: prel F-skatt

| samband med 6vergangen till K3 har vi for del av bundna egna kapitalet beslutat att férdelningen efter rérelsegrenar for 2013 ligger fast.

Arets procentsatser for férdelning av tillgangar och skulder:
Andel av anlaggningstillgangar 94,81%

Andel av omséttning: 91,41%

Andel av antalet anstallda: 90,53%

Andel av arets resultat: 95,92%

Beskrivning av de principer som anvants for intern prissattning av varor och tjanster som beror natverksamheten, mellan saval koncernbolag som
rorelsegrenar

Internt utférda administrativa tjanster saval inom féretaget som mellan koncernféretag debiteras. Utférda
entreprenadarbeten mellan koncernbolag debiteras enligt marknadspris

Beskrivning av de metoder som anvants for gransdragning mellan underhallskostnader och investeringar

Fordelning mellan underhallskostnad och reinvestering vid fornyelse av aldre ledningsnat och natstationer bedéms i varje enskilt projekt och grundar sig

2025-04-25 12:04

19 (27)
FF-3C-C8-CC



REL00886 Kraftringen Nat AB
2025-101752 556228-1138

Redovisnings- och varderingsprinciper

pa det aktuella natets alder och standard. Utgifter for nybyggnad av ledningsnat och natstationer aktiveras som investering i sin helhet.

Sarskilda handelser avseende leveranssakerhet

Ovriga upplysningar

2025-04-25 12:04
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Noter till resultatrakning

1. Ovriga rorelseintikter (tkr)
Specificera:
Tjanster inom koncernen

Ovriga rérelseintakter

Totalt
2. Ovriga rérelsekostnader (tkr)
Specificera:

Forlust vid avyttring av anlaggning

Totalt

3. Ovriga externa kostnader (tkr)
Specificera:

Tjanster inom koncernen

Ovriga externa tjanster

Ovriga kostnader

Totalt

2025-04-25 12:04
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TU711513
TU711523
TU711533

TU711543

TU731343
TU731353
TU731363

TU731373

TU731383
TU731384
TU731385

TU731386

2024 2023

1137

6 504

7 641 1636

2024 2023

-4 801

-4 801 -1 316

2024 2023

-93 680

-62 609

-10 486

-166 775 -163 638
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Noter till resultatrakning

4. Medelantal anstéllda

Man

Kvinnor

Totalt

5. Loner, andra erséattningar och sociala kostnader (tkr)
Styrelse och VD

Ovriga anstallda

Totalt

Sociala kostnader

varav pensionskostnad

varav pensionskostnad for styrelse och VD
Totalt I6ner och sociala kostnader

6. Resultat fran andelar i koncernféretag och/eller intresseféretag (tkr)
Utdelning

Realisationsresultat vid avyttring av andelar
Nedskrivningar

Aterférda nedskrivningar

Ovrigt

Totalt

7. Ranteintakter och liknande intakter (tkr)
Ranteintakter fran koncernféretag

Ovriga ranteintékter

Ovrigt

Totalt

2025-04-25 12:04
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TU731413

TU731423

TU731403

TU731443

TU731453

TU731463

TU731473

TU731483

TU731493

TU731433

TU751113

TU751123

TU751133

TU751143

TU751153

TU751103

TU751413

TU751423

TU751433

TU751403

2024

59

27

86

2024

-1132

-41 201

-42 333

-20 672

-5 649

-258

-63 005

2024

2024

794

794

2023

2023

2023

2023
56
23

79

-1 040
-39 267
-40 307
-18 381

-4 879

-136

-58 688

909

909
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Noter till resultatrakning

8. Rantekostnader och liknande kostnader (tkr)
Rantekostnader till koncernforetag

Ovriga rantekostnader

Ovrigt

Totalt

9. Skatt pa arets resultat (tkr)

Aktuell skatt for aret

Upplésning av avsattning for skatter

Uppskjuten skatt

Ovrigt

Totalt

Noter till balansrakning

10. Forutbetalda kostnader och upplupna intakter (tkr)
Upplupna intékter natavgifter / fijarrvarmeforsaljning
Ovriga interimsposter

Totalt

2025-04-25 12:04
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TU751513

TU751523

TU751533

TU751503

TU771413

TU771423

TU771433

TU771443

TU771403

TU713263

TU713293

TU713253

2024

2024

197

154

2024

95 890

95 890

2023

2

2023

-332

190

-142

2023

72726

72726
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Tillaggsupplysningar 11

Noter till balansrakning

. Inbetalda insatser
11. Forandring av eget
X . i . . _ Reservfond/  och Balanserat  Arets Total eget
kapital (tkr) (obligatorisk Aktiekapital ~ Uppskrivningsfond L Overkursfond )

ift) andra fonder emissionsinsatser resultat resultat kapital
uppgi

(ek. for.)
Belopp vid arets ingang 14 617 0 2698 0 0 148 919 -728 165 506

Resultatdisposition enligt
bolagsstamman:

Utdelning 0 0
Balanseras i ny rékning 0 -728 728
Fondemission 0 0 0 0

Nyemission 0 0 0

Avskrivning resp. forsaljning
av uppskriven tillgang

Arets resultat 12974 12974
Medlemsinsatser (ek. for.) 0
Forlagsinsatser (ek. for.) 0
Ovrigt 0 0 0 0 0 0 0 0

Belopp vid periodens utgang 14 617 0 2698 0 0 148 191 12 974 178 480

2025-04-25 12:04
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Tillaggsupplysningar 12-13
Noter till balansrakning

12. Langfristiga skulder (tkr) 2024 2023
Forfallotidpunkt, 1-5 ar fran balansdagen TU724163 0 0
Forfallotidpunkt, senare an fem ar fran balansdagen TU724173 0 0
Totalt TU724153 0 0
13. Upplupna kostnader och forutbetalda intédkter (tkr) 2024 2023

Forutbetalda intakter natavgifter / fjarrvarmeférsaljning TU725194 58 958 61913
Ovriga interimsposter TU7251963 49 933 34 423
Totalt TU725193 108 891 96 336

\)
2025-04-25 12:04
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Noter till resultat- eller balansrakning

14. Ovriga upplysningar
Specificera:
Skulder till koncernbolag

Rest vid férdelning av verksamhetsgrenar

Totalt
15. Ovriga upplysningar

Specificera:

Totalt
16. Ovriga upplysningar

Specificera:

Totalt

2025-04-25 12:04
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TU727013

TU727023

TU727033

TU727043

TU727053

TU727063

TU727073

TU727083

TU7270013

TU7270023

TU7270033

TU7270043

2024 2023
388 506
609 186
997 692 929 755
2024 2023
0 0
2024 2023
0 0
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Revisorshénvisning

Vart revisorsintyg betraffande denna arsrapport har
avgivits den 2025

Peter Gunnarsson Henrik Rosengren
Auktoriserad revisor Auktoriserad revisor
Underskrifter Styrelse

Asa Svensson
Verkstéallande direktor och styrelseledamot

Gustav Bjorklund
Styrelseledamot
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Underskrifter Styrelse

Sara Hoff
Ordférande och styrelseledamot
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Forvaltningsberattelse

Forvaltningsberittelse

Koncessionsnummer

644T, 401BG, 712AD, 863AB, 401BE, 2974CB, 70350, 7035P

Allmant om verksamheten

Kraftringen Nat AB, organisationsnummer 556228-1138 med sate i Lund, erbjuder distributionstjanster inom elnat och gasnat.

Féretaget bedriver distribution av el inom sina koncessionsomraden vilket omfattar stérre delen av kommunerna Lund, Lomma, Eslév, Hérby, Klippan, Astorp
och Torsas samt delar av kommunerna Héér, Svalév, Sjébo, Kavlinge, Bjuv, Angelholm, Orkelljunga, Emmaboda, Kalmar, Lessebo, Karlshamn, Karskrona,
Ronneby och Tingsryd.

Foretaget ar ett helagt dotterbolag till Kraftringen Energi AB (publ) (556100-9852) med sate i Lund, som upprattar koncernredovisning. Kraftringen Energi AB
(publ) &gs av Kraftringen AB (556527-9758) som i sin tur ags av Lunds kommun (82,4%), Eslévs kommun (12,0%), Hérby kommun (3,5%) och Lomma
kommun (2,1%)

Vasentliga handelser under och efter rakenskapsaret

Avseende vaderrelaterade handelser som drabbat Kraftringens natomrade under aret, har eldistributionen framst paverkats av ett kraftigt sndovader som drog

in 6ver Skane i borjan av januari.

Under aret har El meddelat beslut om intaktsramar for bade 2020-2023 samt 2024—2027. Besluten lag i linje med bolagets interna prognoser och prissattning.
WACC for perioden 2020-2023 beslutades till 3,39 % och WACC for perioden 2024-2027 till 4,53 %. Hojningen av WACC beror huvudsakligen pa det 6kade
rantelaget fran foregaende period. Sarskilt investeringsutrymme for perioden 2020-2023 har ocksa beslutats av El och dven detta lag i linje med
forvantningarna.

For bade elnat har El aviserat att de arbetar for en foérandring av modellen for berakning av intdktsramen. Férandringen forvantas trada i kraft under
nastkommande reglerperiod, 2028-2031.

Egna aktier

Foretaget har inga egna aktier.

Flerarsoversikt

2025-04-25 12:04
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Nettoomsattning exkl punktsaktter

Rorelseresultat

Resultat efter finansiella poster

Investeringar

Soliditet

Resultatdisposition

Arets resultat balanseras i ny rakning.
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2024

1069 184

408 200

408 985

365 667

47,08

2023

904 105

288 401

289 308

318 500

46,91

2022

841 128

314 856

315 561

290 757

46,28

2021

845 080

362 649

363 281

221285

44,93

2020

833 524

371903

372719

195 996

43,26
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Forvaltningsberattelse

Byte av redovisningsprincip

Inget att rapportera.

Miljinformation

Foretaget ar sedan 2004 certifierat enligt miljdledningssystemet ISO14001 och foretaget bedriver ingen miljéfarlig verksamhet med tillstands- eller
anmalningsplikt enligt Miljébalken.

Milj6certifieringen innebar, utdver att folja lagkrav och miljétillstdnd géallande férebyggande av miljéolyckor, att koncernen stravar efter en hog
miljdmedvetenhet samt en miljdinriktad foretagskultur. Miljdledningssystemet utgor verktyget for att hantera den miljépaverkan verksamheten kan generera
och omfattar bland annat miljomalen; att skapa en fossilbranslefri samt energieffektiv vardekedja.

Forvantningar avseende den framtida utvecklingen
Foretagets framtida verksamhet, resultatutveckling och langsiktiga malséattning bedéms motsvara agarnas forvantningar. De senaste arens positiva

kassafldden kommer framéver att investeras i en omfattande framtidssékring av elnaten for att klara energiomstallningen och sakerstalla eldistributionen.
Fram till &r 2030 planeras investeringar for ca 2 mdkr.

Verksamheten omfattas av Lagen om offentlig upphandling for férsérjningssektorn. Under det kommande aret kommer nya avtal for elnatstjanster att

upphandlas.

Ovriga upplysningar

2025-04-25 12:04
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REL00886
2025-101752

Materiella anlaggningstillgangar

Kraftringen Nat AB

556228-1138

Pagaende
. . nyanligg-
Tillaggsupplysningar for El- X . X Summa
X N . X . El- Maskiner och Inventarier, ningar och i
materiella anlaggningstillgangar distributions- 5 Byggnader i . materiella
" . X produktions- andra tekniska verktyg och forskott . :
(tkr) (NO110-NO240 ar anlaggningar " 5 och mark . . 5 X anlaggnings-
i 5 i . anlaggningar anlaggningar installation avseende .
obligatoriska uppgifter) och métare i tillgangar
materiella
AT
Ingaende anskaffningsvarde NO110 3871070 0 18 085 0 782 401 276 4291213
Inkdp NO120 0 0 0 0 0 365 667 365 667
Forsaljningar/utrangeringar NO130 -27 476 0 -40 0 0 0 -27 516
Omklassificeringar NO140 232703 0 0 0 0 -232 935 -232
Utgaende anskaffningsvarden NO150 4 076 297 0 18 045 0 782 534 008 4629 132
Ingaende avskrivningar NO210 -1 533 988 0 -10 411 0 -782 0 -1 545 181
Aterférda avskrivningar pa
NO220 22 674 0 0 0 0 0 22 674
forsaljningar/utrangeringar
Omklassificeringar NO230 0 0 0 0 0 0 0
Arets avskrivningar NO240 -107 571 0 -101 0 0 0 -107 672
Utgaende ackumulerade
o NO250 -1 618 885 0 -10 512 0 -782 0 -1 630 179
avskrivningar
Ingéende uppskrivningar NO310 0 0 0 0 0 0 0
Aterférda uppskrivningar pa
L PP garp NO320 0 0 0 0 0 0 0
forsaljningar/utrangeringar
Omklassificeringar mm NO330 0 0 0 0 0 0 0
Arets uppskrivningar NO340 0 0 0 0 0 0 0
Arets avskrivningar p& uppskrivet
NO360 0 0 0 0 0 0 0
belopp
Utgaende ackumulerade
. . . NO370 0 0 0 0 0 0 0
uppskrivningar/évervarden netto
Ingaende nedskrivningar NO410 0 0 0 0 0 0 0
Aterférda nedskrivningar pa
o ) NO420 0 0 0 0 0 0 0
férsaljningar/utrangeringar
Aterférd nedskrivning NO430 0 0 0 0 0 0 0
Omklassificeringar NO440 0 0 0 0 0 0 0
Arets nedskrivningar
. . NO450 0 0 0 0 0 0 0
(anskaffningsvarde)
Utgaende ackumulerade
. . NO460 0 0 0 0 0 0 0
nedskrivningar (ansk.varde)
Redovisat varde NO500 2 457 412 0 7 533 0 0 534 008 2998 953
2025-04-25 12:04
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REL00886
2025-101752

Eldistributionsanlaggningar

Kraftringen Nat AB

556228-1138

Eldistributions- anlaggningar . Ledningar . . i Mottagnings- och
i i . Matare och i Ledningar - Natstationer och i . .
(samtliga uppgifter ar . inkl. . L. fordelningsstationer Ovrigt Summa
i X styrutrustning . hégspanning transformatorer X .
obligatoriska) kabelskap anslutna i lokalnat
Ingédende anskaffningsvéarde NO6001 295113 1085207 1516 371 453 342 509 496 11 541 3871070
Inkdp NO6011 0 0 0 0 0 0 0
Forsaljningar/utrangeringar NO6021 -17 292 -1675 -7 958 -167 0 -384 -27 476
Omklassificeringar NO6031 9780 68 099 100 722 31065 17 212 5825 232703
Utgaende anskaffningsvarde NO6041 287 601 1151 631 1609 135 484 240 526 708 16982 4076 297
Ingédende avskrivningar NO6051 -100 514 -471 402 -577 643 -183 194 -193 387 -7 848 -1533988
Aterférda avskrivningar pa
o . NO6061 12 627 1675 7 821 167 0 384 22 674
forsaljningar/utrangeringar
Omklassificeringar NO6071 0 0 0 0 0 0 0
Arets avskrivningar NO6081 -26 574 -24 048 -35 260 -10 126 -11189 -374 -107 571
Utgaende ackumulerade
o NO6091 -114 461 -493 775 -605 082 -193 153 -204 576 -7838 -1618 885
avskrivningar
Utgaende ackumulerade
o . . NO6101 0 0 0 0 0 0 0
uppskrivningar/6vervarden netto
Utgaende ackumulerade
o . NO6111 0 0 0 0 0 0 0
nedskrivningar (ansk.varde)
Redovisat varde NO6121 173 140 657 856 1004 053 291 087 322 132 9144 2457 412
2025-04-25 12:04
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REL00886 Kraftringen Nat AB
2025-101752 556228-1138

Elproduktionsanlaggningar

Mobila reservaggregat,

Elproduktionsanlaggningar (samtliga Elproduktionsanldaggningar, uteslutande avsedda .
. . . . B " . avsedda for tillfalligt Summa
uppgifter ar obligatoriska) flor att tacka natforluster i
bruk vid elavbrott
Ingadende anskaffningsvarde NO7001 0 0 0
Inkdp NO7011 0 0 0
Forsaljningar/utrangeringar NO7021 0 0 0
Omklassificeringar NO7031 0 0 0
Utgaende anskaffningsvarde NO7041 0 0 0
Ingaende avskrivningar NO7051 0 0 0
Aterférda avskrivningar pa
o . NO7061 0 0 0
forsaljningar/utrangeringar
Omklassificeringar NO7071 0 0 0
Arets avskrivningar NO7081 0 0 0
Utgaende ackumulerade avskrivningar ~ NO7091 0 0 0
Utgaende ackumulerade
o . . NO7101 0 0 0
uppskrivningar/6vervarden netto
Utgaende ackumulerade nedskrivningar
. NO7111 0 0 0
(ansk. varde)
Redovisat varde NO7121 0 0 0
2025-04-25 12:04
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REL00886

Kraftringen Nat AB

2025-101752 556228-1138
Not Resultatrakning
Specifikation till Resultatrakningen (samtliga uppgifter ar obligatoriska)
Nettoomsattning (tkr) 2024 2023
Transiteringsintakter RR7101 1026 477 878 311
Anslutningsintakter RR7102 30 553 24 013
Engangsintakter RR7103 1164 1412
Ersattning till kund fér leveransavbrott RR7112 -571 -5 748
Myndighetsavgifter RR7113 11 561 6117
Nettoomsattning RR7110 1069 184 904 105
Kostnader for transitering och inkop av kraft (tkr) 2024 2023
Transitering och inkdp av kraft RR7321 -313 632 -284 719
Ersattning fran dverliggande nat avseende leveransavbrott RR7323 0 0
Myndighetsavgifter RR7324 -11 561 -6 117
Totalt kostnader for transitering och inkdp av kraft RR7320 -325 193 -290 836
2025-04-25 12:04
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2025-101752

Kraftringen Nat AB
556228-1138

Resultatrakning
Resultatrakning (tkr) (samtliga uppgifter ar obligatoriska) 2024 2023

Nettoomsattning RR7110 1069 184 904 105
Foérandring av lager av produkter i arbete, fardiga varor och pagaende arbete for annans
rskning RR71120 0 0
Aktiverat arbete for egen rakning RR71140 0 0
Ovriga rérelseintakter RR71150 7 641 1636
Summa rorelseintékter, lagerférandringar m.m. RR71160 1076 825 905 741
Totalt kostnader for transitering och inkop av kraft RR7320 -325 193 -290 836
Ravaror och férnédenheter RR73120 -181 -453
Ovriga externa kostnader RR73130 -166 775 -163 638
Personalkostnader RR73140 -64 003 -58 415
Avskrivningar och nedskrivningar av materiella och immateriella anlaggningstillgangar RR73150 -107 672 -102 682
Nedskrivningar av omsattningstillgangar utdver normala nedskrivningar RR73160 0 0
Ovriga rérelsekostnader RR73180 -4 801 -1 316
Summa rorelsekostnader RR73190 -668 625 -617 340
Rérelseresultat RR74000 408 200 288 401
Resultat fran finansiella investeringar:
Intékter fran andelar i koncernforetag RR75110 0 0
Intakter fran andelar i intresseforetag RR75120 0 0
Intékter fran 6vriga vardepapper och fordringar som ar anlaggningstillgangar (med
sarskild uppgift ogm intéku’:r fF;zn koncernft')regiag) sonnastieanear RR75130 0 0
Ovriga ranteintakter och liknande resultatposter RR75140 794 909
Nedskrivningar av finansiella anlaggningstillgangar och kortfristiga placeringar RR75145 0 0
Rantekostnader och liknande resultatposter RR75150 -9 -2
Summa finansiella poster RR75000 785 907
Resultat efter finansiella poster RR76000 408 985 289 308
Extraordinara intakter RR77110 0 0
Extraordinara kostnader RR77120 0 0
Bokslutsdispositioner
Erhallna koncernbidrag TU7713332 0 0
Lamnade koncernbidrag TU7713331 -242 227 -138 849
Férandring av periodiseringsfond TU771313 0 0
Férandring av dveravskrivningar TU771323 -153 938 -151 045
Ovriga bokslutsdispositioner TU771343 0 0
Summa bokslutsdispositioner TU771303 -396 165 -289 894
Resultat fore skatt RR77135 12 820 -586
2025-04-25 12:04
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2025-101752

Kraftringen Nat AB
556228-1138

Resultatrakning (tkr) (samtliga uppgifter ar obligatoriska)

Skatt pa arets resultat
Ovriga skatter

Arets resultat

2025-04-25 12:04
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2024 2023
RR77140 154 142
RR77150 0 0
RR78000 12 974 -728
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2025-101752

Balansrakning Tillgangar

Kraftringen Nat AB
556228-1138

TILLGANGAR (tkr) 2024 2023

Tecknat men ej inbetalt kapital BR71100 0 0
Immateriella anlaggningstillgangar
Balanserade utgifter fér forskning- och utvecklingsarbeten och liknande arbeten BR71211 0 0
Koncessioner, patent, licenser och varumarken BR71212 0 0
Hyresratter och liknande rattigheter BR71213 0 0
Goodwill BR71214 0 0
Forskott avseende immateriella anlaggningstillgangar BR71215 0 0
Summa immateriella anlaggningstillgangar BR71210 0 0
Materiella anldaggningstillgangar
Eldistributionsanléaggningar och matare NO500ed 2457 412 2 337 082
Elproduktionsanlaggningar NO500ep 0 0
Byggnader och mark NO500 7 533 7674
Inventarier, verktyg och installation NO5002 0 0
Maskiner och andra tekniska anlaggningar NO5001 0 0
Pagaende nyanlaggningar och forskott avseende materiella anlaggningstillgangar NO5003 534 008 401 276
Summa materiella anlaggningstillgangar BR71220 2998 953 2746 032
Finansiella anlaggningstillgangar
Andelar i koncernféretag BR71231 0 0
Fordringar hos koncernféretag BR71232 0 0
Andelar i intresseféretag BR71233 0 0
Fordringar hos intresseforetag BR71234 0 0
Andra langfristiga vardepappersinnehav BR71235 0 0
Lan till delagare eller narstaende BR71236 0 0
Andra langfristiga fordringar BR71237 1498 1254
Summa finansiella anlaggningstillgangar BR71230 1498 1254
Summa anlaggningstillgangar BR71200 3000 451 2 747 286
Varulager m.m
Ravaror och férnédenheter BR71311 0 0
Varor under tillverkning BR71312 0 0
Fardiga varor och handelsvaror BR71313 0 0
Ovriga lagertiligangar BR71316 36 36
Pagaende arbete for annans rakning BR71314 0 0
Forskott till leverantorer BR71315 0 0
Summa varulager m.m. BR71310 36 36
Kortfristiga fordringar
2025-04-25 12:04
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Kraftringen Nat AB
556228-1138

TILLGANGAR (tkr) 2024 2023

Kundfordringar BR71321 68 625 52 515
Fordringar hos koncernféretag BR71322 0 0
Fordringar hos intresseforetag BR71323 0 0
Ovriga fordringar BR71324 56 260 53 695
Upparbetad men ej fakturerad intakt BR71327 0 0
Forutbetalda kostnader och upplupna intékter 10 BR71325 95 890 72726
Summa kortfristiga fordringar BR71320 220 775 178 936
Kortfristiga placeringar
Andelar i koncernféretag BR71331 0 0
Ovriga kortfristiga placeringar BR71333 0 0
Summa kortfristiga placeringar BR71330 0 0
Kassa och bank
Kassa och bank BR71340 0 0
Redovisningsmedel BR71341 0 0
Summa kassa och bank BR71342 0 0
Summa omsattningstillgangar BR71300 220 811 178 972
SUMMA TILLGANGAR BR71000 3 221 262 2926 258
2025-04-25 12:04
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2025-101752

Balansrakning EK och Skulder

Kraftringen Nat AB
556228-1138

EGET KAPITAL OCH SKULDER (tkr) (samtliga uppgifter ar obligatoriska) 2024 2023

Bundet eget kapital
Aktiekapital BR72111 14 617 14 617
Ej registrerat aktiekapital BR721111 0 0
Uppskrivningsfond BR72113 0 0
Reservfond BR72115 2698 2698
Andra fonder BR72114 0 0
Inbetalda insatser och emissionsinsatser (endast for ek. for.) BR72116 0 0
Summa bundet eget kapital 11 BR72110 17 315 17 315
Fritt eget kapital
Overkursfond BR72112 0 0
Balanserat resultat BR72121 148 191 148 919
Arets resultat RR78000 12974 -728
Summa fritt eget kapital 11 BR72120 161 165 148 191
Eget kapital BR72100 178 480 165 506
Obeskattade reserver BR72200 1674 186 1520 248
Avsattningar
Avsattningar for pensioner och liknande forpliktelser BR72311 684 538
Avsattningar till skatter BR72312 0 0
Ovriga avsattningar BR72313 0 0
Summa avsattningar BR72300 684 538
Langfristiga skulder
Obligationslan BR72411 0 0
Checkrakningskredit BR72410 0
Skulder till kreditinstitut BR72412 0 0
Skulder till koncernféretag BR72413 0 0
Skulder till intresseforetag BR72414 0 0
Ovriga skulder BR72415 0 0
Summa langfristiga skulder 12 BR72400 0 0
Kortfristiga skulder
Checkrakningskredit BR72510 0
Skulder till kreditinstitut BR72511 0 0
Forskott fran kunder BR72512 0 0
Pagaende arbete for annans rakning BR72521 0 0
Fakturerad men ej upparbetad intakt BR72522 0 0
Leverantorsskulder BR72513 99 414 71198
2025-04-25 12:04

13 (27)

FF-3C-C8-CC
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2025-101752

Kraftringen Nat AB
556228-1138

EGET KAPITAL OCH SKULDER (tkr) (samtliga uppgifter ar obligatoriska) 2024 2023
Vaxelskulder BR72514 0 0
Skulder till koncernféretag BR72515 997 692 929 755
Skulder till intresseforetag BR72516 0 0
Skatteskulder BR72517 0 0
Ovriga kortfristiga skulder BR72518 161 915 142 677
Upplupna kostnader och férutbetalda intékter 13 BR72519 108 891 96 336
Summa kortfristiga skulder BR72500 1367 912 1239 966
SUMMA EGET KAPITAL OCH SKULDER BR72000 3221 262 2 926 258
POSTER INOM LINJEN
Stéllda sdkerheter och ansvarsférbindelser:

Panter och darmed jamférliga sakerheter som har stallts fér egna skulder och
avsattningar, varje slag for sig BR72625 0
Ovriga stallda panter och darmed jamforliga sakerheter, varje slag for sig BR72609 0
Ansvarsforbindelser BR72620 0
Ovriga ansvarsforbindelser BR72621 0
Berdkning av sysselsatt kapital:
SUMMA TILLGANGAR BR71000 3221262 2 926 258
- Justerade skulder BR75200 -1 713 478 -1 553 675
+ Rantebarande skulder BR75300 684 538
= SYSSELSATT KAPITAL BR75000 1508 468 1373121
2025-04-25 12:04
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Sarskild rapport ekonomiska data

Kraftringen Nat AB

556228-1138

Sarskild Rapport - ekonomisk information (samtliga uppgifter ar

obligatoriska) 2024 2023 2022 2021 2020
Intakter (tkr)
Intakter fran abonnemang i inmatningspunkt TN620100 7 463 6 707 7 260 7167 7 201
Intékter fran abonnemang i granspunkt TN620101 7229 1928 2756 1302 1301
Intékter fran hogspanningsabonnemang i uttagspunkt TN620200 146 598 135 084 115 888 122 498 124 481
Intékter fran lagspanningsabonnemang i uttagspunkt TN620300 865 187 734 592 683 625 678 669 670 979
Summa transiteringsintakter TN620 1026 477 878 311 809 529 809 636 803 962
Kostnader (tkr)
Kostnader for anslutning till dverliggande och angransande nat TN630150 -2 052 -10 464 -6 683 0 0
Kostnader for abonnemang till dverliggande och angransade nat TN630100 -228 564 -198 963 -181 742 -154 335 -152 251
Kostnader for inkOpt energi for att tacka natforluster TN630450 -63 197 -43 394 -20 180 -21 766 -24 703
Kostnader fér egenproducerad energi for att tcka natférluster TN630451 0 0 0 0 0
Ersattning till innehavare av produktionsanlaggning for inmatning av el TN630500 -19 819 -31 898 -12 876 -11 797 -12 021
Kostnader for natkapacitetsreserv TN630460 0 0 0
Summa transitering och inkop av kraft TN630 -313 632 -284 719 -221 481 -187 898 -188 975
Kostnader for matning och rapportering TN6303002 -32 928 -40 636 -40 739 -38 570 -34 375
2025-04-25 12:04
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REL00886 Kraftringen Nat AB
2025-101752 556228-1138

Sarskild rapport

Sarskild Rapport - natkoncession for omrade inklusive ingaende

. 2024 2023 2022 2021 2020
linjekoncessioner (samtliga uppgifter ar obligatoriska)
Anlaggningar
Ledningsléangd lagspanning - oisolerad luftledning (km) TN610103 17 28 44 55 62
Ledningsléngd lagspanning - isolerad luftiedning (km) TN610104 490 493 498 497 508
Ledningsléangd lagspanning - jordkabel (km) TN610102 5 506 5469 5 531 5365 5313
Ledningslangd hégspéanning - oisolerad luftledning (km) TN610203 349 358 385 395 428
Ledningslangd hégspanning - isolerad luftiedning (km) TN610204 268 262 252 250 257
Ledningsléangd hégspanning - jordkabel (km) TN610202 2733 2 686 2710 2645 2614
Total ledningslangd luftledning och jordkabel (berakning) TN610200 9 363 9 296 9420 9 207 9 182
Natstationer inom omradet (antal) TN610301 2637 2616 2 597 2 586 2583
Totalt installerad transformatoreffekt i natstationerna (MVA) TN610302 902 877 863 853 855
Meter ledning per natstation (berékning) TN610300 3551 3 554 3627 3 560 3555
Natabonnemang
Antal abonnemang i inmatningspunkt fran elproduktions- och
o o TN610400 6 452 5554 3902 2136 1531
energilagringsanlaggningar
Antal abonnemang i inmatningspunkt fran smaskaliga
TN610410 292 5490 3831 2079 1472
elproduktionsanlaggningar
Antal abonnemang i inmatningspunkt fran
TN610420 6127 44 51 37 39
mikroproduktionsanlaggningar
Antal abonnemang i inmatningspunkt fran elproduktionsanlaggningar
o : L i p. . o g TN610450 33 20 20
och energilagringsanlaggningar exkl. smaskalig- och mikroproduktion
Abonnemang i gréanspunkt (antal) TN610600 32 32 30 30 30
Hogspanningsabonnemang i uttagspunkt (antal) TN610700 180 184 181 176 175
Lagspanningsabonnemang i uttagspunkt (antal) TN610800 97 317 97 989 99 009 101 065 99 861
Totalt antal abonnemang i uttagspunkt TN610900 97 497 98 173 99 190 101 241 100 036
Total ledningslangd (meter) per abonnemang (berakning) TN611000 96 95 95 91 92
Overforing
Natets sammanlagda abonnerade effekt (MW) - 6verliggande och
. . TN611001 479,54 463,00 431,00 430,00 430,00
angransande nat
Sammanlagd maximal inmatad effekt (MW) till redovisningsenheten TN611100 370,46 340,00 349,00 358,00 353,00
Totalsumma inmatad energi till redovisningsenheten (MWh) TN6113010 1906063 1804050 1807027 1980402 1928541
Inmatad energi fran alla elproduktions-och energilagringsanlaggningar
TN611201 329 521 373 981 395 768 375 206 379 216
(MWh)
Inmatad energi fran smaskaliga elproduktionsanlaggningar (MWh) TN611210 42 937 42 909 94 312 86 499 98 843
Inmatad energi fran mikroproduktionsanlaggningar (MWh) TN611300 44 467 36 166 23110 13 819 9287
Inmatad energi fran elproduktions- och energilagringsanlaggningar exkl.
. TN611250 242 117 294 906 278 346
smaskaliga och mikroproduktionsanlaggningar
2025-04-25 12:04
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Kraftri

ingen Nat AB
556228-1138

Sarskild Rapport - natkoncession for omrade inklusive ingaende

linjekoncessioner (samtliga uppgifter ar obligatoriska) 2024 2023 2022 2021 2020
Utmatad energi till slutkund - lagspanning (MWh) TN611303 1076220 1052445 1095884 1251125 1142797
Utmatad energi till slutkund - hdgspanning (MWh) TN611304 595 585 596 450 561 739 574 150 603 779
Utmatad energi i granspunkt (MWh) TN611305 178 443 99 565 88 665 89 429 108 425
Arets natférlust (MWh) TN611403 55815 55 590 60 739 65 698 73 540
Nyckeltal
Medellastfaktor TN641413 0,8120 0,8206 0,8279 0,8306 0,8246
Utnyttjningsgrad TN641414 0,4709 0,4701 0,5218 0,5125 0,5632

2025-04-25 12:04
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Redovishings- och varderingsprinciper

Redovisnings- och varderingsprinciper

Redovisnings- och varderingsprinciper

Redovisning sker enligt ellagen (1997:857), férordningen om redovisning av natverksamhet (1995:1145) samt Narings- och teknikutvecklingsverkets
foreskrift om redovisning av natverksamhet (1998:1). Redovisningen har uppréttats i enlighet med arsredovisningslagen och BFNAR 2012:1 (K3).
Tillampade redovisnings- och varderingsprinciper 6verensstammer med féregaende ar.

De viktigaste redovisnings- och varderingsprinciper som anvants vid upprattandet av denna rapport sammansfattas nedan:

Resultatrakning

Intéktsredovisning - Nettoomsattningen omfattar forsaljningsintakter fran elnat, anslutningar och éviriga intakter hanforliga till elnat. Distributionsintakter
intaktsredovisas vid leveranstidpunkten.

Avgifter som fakturerats kunden for anslutning till natet intéktsredovisas i den omfattning som avgiften ar for att tdcka den del dar vara eller tjanst levererats.
| de fall anslutningsavgiften ar kopplad till ett avtal med kund, som har en tidsangivelse, redovisas intakten 6ver den tid som avtalats med kunden.
Offentliga bidrag intaktsredovisas nar koncernen har uppfylit de villkor som &r férknippade med bidraget och det foreligger rimlig sakerhet att bidraget
kommer att erhallas. Bidrag som koncernen erhallit men dar alla villkor &nnu inte ar uppfyllda redovisas som skuld. Bidrag som erhallits for forvarv av

en anléggningstillgang reducerar anlaggningstillgangens redovisade anskaffningsvérde. Ovriga offentliga bidrag redovisas i posten Ovriga rérelseintékter.
Samtliga leasingavtal klassificeras som operationell leasing. Klassificering av leasingavtal gors vid leasingavtalets ingaende. Minimilieaseavgifter

enligt operationella leasingavtal dar foretaget ar leasetagare kostnadsfors linjart éver leasingperioden.

Samtliga lamnade och erhallna koncernbidrag redovisas som bokslutsdispositioner.

Balansrakning

Materiella anlaggningstillgangar redovisas som tillgang i balansréakningen om det ar sannolikt att framtida ekonomiska férdelar som ar forknippade

med tillgangen sannolikt kommer att tillfalla koncernen och anskaffningsvardet kan matas pa ett tillforlitligt satt.

Materiella anlaggningstillgangar varderas till anskaffningsvarde med avdrag fér ackumulerade av- och nedskrivningar. Korttidsinventerier och inventarier
av mindre varde kostnadsfors I6pande.

| anskaffningsvardet ingar inkdpspriset och utgifter som ar direkt hanférbara till inkdpet och syftar till att bringa tillgangen pa plats och i skick for att utnyttjas
i enlighet med féretagsledningens avsikt med forvarvet.

Som direkt hanforbara utgifter hanfors utgifter for leverans, hantering, installation och montering, lagfarter samt konsulttjanster.

Laneutgifter som ar direkt hanforliga till investeringar i anlaggningstillgangar som tar betydande tid i ansprak att fardigstalla inréknas i

anskaffningsvardet under uppférandeperioden.

Anskaffningsvardet reduceras med offentliga bidrag som erhallits for forvarv av anlaggningstillgangar.

Tillkommande utgifter aktiveras endast om det &r sannolikt att de framtida ekonomiska férdelar som &ar férknippade med tillgangen kommer att

komma koncernen till del och anskaffningsvardet kan beraknas pa ett tillforlitligt satt. Utbyte av komponenter réknas in i tillgangens redovisade varde. Om
inte kostnadsfors utgifter under det rakenskapsar som de uppkommer.

Reparationer och underhall kostnadsfors I6pande.

Varulagret varderas till 97% av anskaffningsvardet.

Avskrivningsprinciper

Materiella anlaggningstillgangar skrivs av linjart dver tillgangarnas eller komponenternas bedémda nyttjandeperiod. Avskrivningen beraknas pa det
avskrivningsbara beloppet vilket i de allra flesta fall utgors av tillgangens anskaffningsvarde. | ett fatal fall tas hansyn till ett beréknat restvarde.
Rattigheter som ar baserade pa avtal skrivs av 6ver avtalstiden.

Féljande nyttjandeperioder tillampas::

- Byggnader pa egen mark 40 ar

- Stationer och distributionsnat 40 ar

- Styr- och 6vervakningssystem 7 ar

2025-04-25 12:04
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REL00886 Kraftringen Nat AB
2025-101752 556228-1138

Redovisnings- och varderingsprinciper

- Matare 10 ar
- Ovriga inventarier 5 ar

Beskrivning av de principer som anvants for att till natverksamheten fordela intakter och kostnader samt tillgangar och skulder mm.

Fordelning av intakter och kostnader

Direkt hanforliga intakter och kostnader bokfors pa konteringsbegrepp for elnat, rérelsegren.
Kostnader gemensamma for flera rérelsegrenar har férdelats enligt foljande:

- Lokalkostnader fordelas efter disponerad yta

- Gemensamma kostnader for IT, personalvard o kontor fordelas efter antal anstallda

- VD/styrelse/administration/kundtjanst fordelas enligt uppskattad tidsatgang for arbetet

- Ovrigt férdelas oftast efter andel i anlaggningsvérde

- Arets skatt har férdelats efter arets omséattning

Fordelning av tillgadngar och skulder

- Verklig grund, i de fall det varit méjligt har verklig grund anvants som férdelningsprincip.

Galler anlaggningstillgangar, kundfordringar, leverantérsskulder, personalkostnader och interimsposter
- Andel av anlaggningstillgangar: likvida medel och obeskattade reserver

- Andel av omsattning: koncernbidrag, moms, skattekonto och energiskatt

- Anel av antal anstallda: personalrelaterade poster som ej kan bestammas enligt verklig grund

ex upplupna gruppforsakringar och sarskild I6neskatt

- Andel av arets resultat: prel F-skatt

| samband med 6vergangen till K3 har vi for del av bundna egna kapitalet beslutat att férdelningen efter rérelsegrenar for 2013 ligger fast.

Arets procentsatser for férdelning av tillgangar och skulder:
Andel av anlaggningstillgangar 94,81%

Andel av omséttning: 91,41%

Andel av antalet anstallda: 90,53%

Andel av arets resultat: 95,92%

Beskrivning av de principer som anvants for intern prissattning av varor och tjanster som beror natverksamheten, mellan saval koncernbolag som
rorelsegrenar

Internt utférda administrativa tjanster saval inom féretaget som mellan koncernféretag debiteras. Utférda
entreprenadarbeten mellan koncernbolag debiteras enligt marknadspris

Beskrivning av de metoder som anvants for gransdragning mellan underhallskostnader och investeringar

Fordelning mellan underhallskostnad och reinvestering vid fornyelse av aldre ledningsnat och natstationer bedéms i varje enskilt projekt och grundar sig

2025-04-25 12:04
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Redovisnings- och varderingsprinciper

pa det aktuella natets alder och standard. Utgifter for nybyggnad av ledningsnat och natstationer aktiveras som investering i sin helhet.

Sarskilda handelser avseende leveranssakerhet

Ovriga upplysningar
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Tillaggsupplysningar 1-3

Kraftringen Nat AB
556228-1138

Noter till resultatrakning

1. Ovriga rorelseintikter (tkr)
Specificera:
Tjanster inom koncernen

Ovriga rérelseintakter

Totalt
2. Ovriga rérelsekostnader (tkr)
Specificera:

Forlust vid avyttring av anlaggning

Totalt

3. Ovriga externa kostnader (tkr)
Specificera:

Tjanster inom koncernen

Ovriga externa tjanster

Ovriga kostnader

Totalt

2025-04-25 12:04
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TU711513
TU711523
TU711533

TU711543

TU731343
TU731353
TU731363

TU731373

TU731383
TU731384
TU731385

TU731386

2024 2023

1137

6 504

7 641 1636

2024 2023

-4 801

-4 801 -1 316

2024 2023

-93 680

-62 609

-10 486

-166 775 -163 638
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Tillaggsupplysningar 4-7

Kraftringen Nat AB

556228-1138

Noter till resultatrakning

4. Medelantal anstéllda

Man

Kvinnor

Totalt

5. Loner, andra erséattningar och sociala kostnader (tkr)
Styrelse och VD

Ovriga anstallda

Totalt

Sociala kostnader

varav pensionskostnad

varav pensionskostnad for styrelse och VD
Totalt I6ner och sociala kostnader

6. Resultat fran andelar i koncernféretag och/eller intresseféretag (tkr)
Utdelning

Realisationsresultat vid avyttring av andelar
Nedskrivningar

Aterférda nedskrivningar

Ovrigt

Totalt

7. Ranteintakter och liknande intakter (tkr)
Ranteintakter fran koncernféretag

Ovriga ranteintékter

Ovrigt

Totalt

2025-04-25 12:04
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TU731413

TU731423

TU731403

TU731443

TU731453

TU731463

TU731473

TU731483

TU731493

TU731433

TU751113

TU751123

TU751133

TU751143

TU751153

TU751103

TU751413

TU751423

TU751433

TU751403

2024

59

27

86

2024

-1132

-41 201

-42 333

-20 672

-5 649

-258

-63 005

2024

2024

794

794

2023

2023

2023

2023
56
23

79

-1 040
-39 267
-40 307
-18 381

-4 879

-136

-58 688

909

909

22 (27)





REL00886
2025-101752

Tillaggsupplysningar 8-10

Kraftringen Nat AB
556228-1138

Noter till resultatrakning

8. Rantekostnader och liknande kostnader (tkr)
Rantekostnader till koncernforetag

Ovriga rantekostnader

Ovrigt

Totalt

9. Skatt pa arets resultat (tkr)

Aktuell skatt for aret

Upplésning av avsattning for skatter

Uppskjuten skatt

Ovrigt

Totalt

Noter till balansrakning

10. Forutbetalda kostnader och upplupna intakter (tkr)
Upplupna intékter natavgifter / fijarrvarmeforsaljning
Ovriga interimsposter

Totalt

2025-04-25 12:04
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TU751513

TU751523

TU751533

TU751503

TU771413

TU771423

TU771433

TU771443

TU771403

TU713263

TU713293

TU713253

2024

2024

197

154

2024

95 890

95 890

2023

2

2023

-332

190

-142

2023

72726

72726
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Tillaggsupplysningar 11

Noter till balansrakning

. Inbetalda insatser
11. Forandring av eget
X . i . . _ Reservfond/  och Balanserat  Arets Total eget
kapital (tkr) (obligatorisk Aktiekapital ~ Uppskrivningsfond L Overkursfond )

ift) andra fonder emissionsinsatser resultat resultat kapital
uppgi

(ek. for.)
Belopp vid arets ingang 14 617 0 2698 0 0 148 919 -728 165 506

Resultatdisposition enligt
bolagsstamman:

Utdelning 0 0
Balanseras i ny rékning 0 -728 728
Fondemission 0 0 0 0

Nyemission 0 0 0

Avskrivning resp. forsaljning
av uppskriven tillgang

Arets resultat 12974 12974
Medlemsinsatser (ek. for.) 0
Forlagsinsatser (ek. for.) 0
Ovrigt 0 0 0 0 0 0 0 0

Belopp vid periodens utgang 14 617 0 2698 0 0 148 191 12 974 178 480
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Tillaggsupplysningar 12-13
Noter till balansrakning

12. Langfristiga skulder (tkr) 2024 2023
Forfallotidpunkt, 1-5 ar fran balansdagen TU724163 0 0
Forfallotidpunkt, senare an fem ar fran balansdagen TU724173 0 0
Totalt TU724153 0 0
13. Upplupna kostnader och forutbetalda intédkter (tkr) 2024 2023

Forutbetalda intakter natavgifter / fjarrvarmeférsaljning TU725194 58 958 61913
Ovriga interimsposter TU7251963 49 933 34 423
Totalt TU725193 108 891 96 336
2025-04-25 12:04
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Tillaggsupplysningar 14-16

Kraftringen Nat AB
556228-1138

Noter till resultat- eller balansrakning

14. Ovriga upplysningar
Specificera:
Skulder till koncernbolag

Rest vid férdelning av verksamhetsgrenar

Totalt
15. Ovriga upplysningar

Specificera:

Totalt
16. Ovriga upplysningar

Specificera:

Totalt

2025-04-25 12:04
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TU727013

TU727023

TU727033

TU727043

TU727053

TU727063

TU727073

TU727083

TU7270013

TU7270023

TU7270033

TU7270043

2024 2023
388 506
609 186
997 692 929 755
2024 2023
0 0
2024 2023
0 0
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Underskrifter

Kraftringen Nat AB
556228-1138

Revisorshénvisning

Vart revisorsintyg betraffande denna arsrapport har
avgivits den 2025

Peter Gunnarsson Henrik Rosengren
Auktoriserad revisor Auktoriserad revisor
Underskrifter Styrelse

Asa Svensson
Verkstéallande direktor och styrelseledamot

Gustav Bjorklund
Styrelseledamot

2025-04-25 12:04
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Underskrifter Styrelse

Sara Hoff
Ordférande och styrelseledamot
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  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "annelie.olsson@kraftringen.se"
  } ]
}, {
  "id" : "df15f630-30f3-11f0-931b-ada3d561cd4c",
  "time" : "2025-05-14T20:47:22.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "peter.gunnarsson@se.ey.com"
  }, {
    "email" : "Henrik.Rosengren@se.ey.com"
  } ]
}, {
  "id" : "fdbe7a40-36d8-11f0-a598-4d2674d50b48",
  "time" : "2025-05-22T08:50:04.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.216.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Peter Gunnarsson",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  }
}, {
  "id" : "685acf10-3ac7-11f0-a403-838299f4da49",
  "time" : "2025-05-27T08:54:17.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.216.56.2"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Peter Gunnarsson",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Peter Gunnarsson",
    "personSurname" : "Gunnarsson",
    "personGivenName" : "Peter",
    "email" : "peter.gunnarsson@se.ey.com"
  },
  "signingMetadata" : {
    "personNr" : "197203284158",
    "personSurname" : "Gunnarsson",
    "tbs" : "SSBzaWduOiAiw4Vyc3JhcHBvcnQgMjAyNCBLcmFmdHJpbmdlbiBOw6R0IEFCICBFbG7DpHQiIApJRDogYjdlZDM2ODAtMzBkMS0xMWYwLWE0YjctNWZjYWZkZTZiMmRmCkRhdGU6IDE0LzA1LzIwMjUKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "6b4d5b20-3ac7-11f0-a4b7-5fcafde6b2df",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIjIwMjQgw4Vyc3JhcHBvcnQgS3JhZnRyaW5nZW4gTsOkdCBBQiBFbG7DpHQgZsO2ciBSRUwwMDg4Ni5wZGYiCjIyMDQgYTFiZSBlZWFhIDAzOWMgZWFkZSBhZDVkIDgxMDkgY2U5ZiA1YTg4IDkzNzUgMDQ0ZSBjMjhiIGQ3NGUgMWMxNiAwYWZmIDAxZDIKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Lars Johan Peter",
    "startDate" : "2025-05-27T06:54:22.400+0000",
    "transactionId" : "cc64f547503fb9acfd02c72746cee387"
  },
  "time" : "2025-05-27T08:54:33.000+0200",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "84.216.56.2"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "7255e4a0-3ac7-11f0-a2fa-29d604ca1816"
}, {
  "id" : "73ba0880-3ac7-11f0-a2fa-29d604ca1816",
  "time" : "2025-05-27T08:54:36.000+0200",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "annelie.olsson@kraftringen.se"
  } ]
}, {
  "id" : "b33dbcf0-3afd-11f0-a2fa-29d604ca1816",
  "time" : "2025-05-27T15:22:55.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.115.249.150"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Henrik Rosengren",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Henrik Rosengren",
    "personSurname" : "Rosengren",
    "personGivenName" : "Henrik",
    "email" : "Henrik.Rosengren@se.ey.com"
  },
  "signingMetadata" : {
    "personNr" : "197902153357",
    "personSurname" : "Rosengren",
    "tbs" : "SSBzaWduOiAiw4Vyc3JhcHBvcnQgMjAyNCBLcmFmdHJpbmdlbiBOw6R0IEFCICBFbG7DpHQiIApJRDogYjdlZDM2ODAtMzBkMS0xMWYwLWE0YjctNWZjYWZkZTZiMmRmCkRhdGU6IDE0LzA1LzIwMjUKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "b54b4030-3afd-11f0-a598-4d2674d50b48",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIjIwMjQgw4Vyc3JhcHBvcnQgS3JhZnRyaW5nZW4gTsOkdCBBQiBFbG7DpHQgZsO2ciBSRUwwMDg4Ni5wZGYiCjIyMDQgYTFiZSBlZWFhIDAzOWMgZWFkZSBhZDVkIDgxMDkgY2U5ZiA1YTg4IDkzNzUgMDQ0ZSBjMjhiIGQ3NGUgMWMxNiAwYWZmIDAxZDIKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Pär Henrik",
    "startDate" : "2025-05-27T13:22:59.344+0000",
    "transactionId" : "a8aa96b2480003bf70937e121287b7a6"
  },
  "time" : "2025-05-27T15:23:10.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "213.115.249.150"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "bc517fc0-3afd-11f0-a598-4d2674d50b48"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

mobile +4670123456789 The user’s mobile phone
number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name

personNr

personName

personGivenName
personSurname

orgNr

orgName

AgreementFileInfo

Parameter value example(s)

19550505-1234 (Sweden),
220750-999Y (Finland)

John Smith

John
Smith

551234-1234

Acme AB

Description

The user’s personal identity
number.

The first and last name of the
user.

The first name of the user.
The last name of the user.

The organization number of the
organization on behalf of which
the user is operating.

The organization name of the
organization on behalf of which
the user is operating.

The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the

user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name

fileld

fileName

fileMimetype

fileSize

fileHash

How to Validate

Parameter value example(s)

6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b

MyEmployeeAgreement.pdf

application/pdf
42253

3d7c514b...66b786a4

See Validation how to validate the entire audit log.

Agreement Created

Description

The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).

The user defined name of the
agreement file.

The agreement file mime type.

The size, in bytes, of the
agreement file.

The hash of the agreement file,
encoded as a hex string.

This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created

 Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

> 12: Agreement created using the APIL.

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.18

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserlInfo

Type How to validate UserInfo

10 orghr and orgName must not be set

1 personNr, orgNr and orgName must be set
12 orgNr and orgName must be set



https://en.wikipedia.org/wiki/Universally_unique_identifier
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Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

» EventClass: agreement_viewed
e Eventld:

o 20: When a user views an agreement using the web application.





> 27: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.

Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed
This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:
> 30: When a user signs the agreement, not being the last signee.
> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name Parameter value example Description
signeelnfo See UserInfo Information about the signee.
signMetadata See SignMetadata Signing metadata produced in

the signing process.

Table 8. SignMetadata

Parameter name Parameter value example Description

signatureMethod bankid The ID of the signing method
used.

signature PD94bWwgdm...duYXR1lcmU+  The signature, base64 encoded.

The underlying format depends
on the signature method used.

ocspResponse MIIEXgoBAK...jks3yrAUVE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.





Parameter name Parameter value example Description

message MzJhMDYXN2FhYjRjOWZINzI1Zj The text shown to the signee
FINWJJNDQxM,;... before approving the signature
request. Text is NOT signed, just
kept for audit purposes.

tbs SSBzaWduOiAiQ29udHJhY3QiIA The text being signed by the
PJRDogNjdKkN2... signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.

tbsHidden LSOtLSOtLSOtLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where
applicable) will be stored as a part of SignMetadata.

For simple electronic signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.





Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS and/or

tbsHidden matches the SignMetadata.

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000  Time when agreement was

scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is

scheduled to expire as yyyy-Mm-
dd'T'HH:mm: ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.

Message Sent

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:

[

o

50:
51:

52

53:
54:
55:

56

57:
58:
60:

Message sent due to event IDs: 10-12

Message sent due to event ID: 30.

: Message sent due to event ID: 31.

Message sent due to event ID: 40.
Message sent due to event ID: 41.

Message sent when agreement is shared.

: Message sent when agreement sharing is cancelled.

Message sent when agreement validity is about to expire.
Message sent as a reminder of agreement creation.

Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information

Parameter name Parameter value example Description

sentTo

List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.
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Format

The audit log is included in the container as a JSON-formatted file.

Audit log example

[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
oA
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
"fileMimetype" : "image/png",
"fileName" : "figl.png"
1L
"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

oA
"personNr" : "193333334444",
"personName" : "Bob B"

1L

"id" : 778333,

"time" : "2016-04-26T716:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
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"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

Frp
"personName" : "Alice A",
"mobile" : "+4670123456789"

} ]

oA

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

"ocspResponse” : "MII...z5Q==",

"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",

"signature" : "PD9...cmU+"

I

"id" : 778335,

"time" : "2016-04-26T16:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"event(Class" : "agreement_signed",

"eventId" : 30

} ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name

Container Format
Signing
Validation
BankidValidation
Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630

user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID
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* Agreement file name
* Agreement file mime type
* Agreement file size

» Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

* Signee person number ID

* Signee name

» Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

» Date of Change : 2017-02-28
* Logs

o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o

Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3

» Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

* Date of Change : 2018-05-31
* Logs

> Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

o More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

» Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

* Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

o TBS explanation is extended
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Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

Agreement Version : 1.17

* Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Agreement Version : 1.18

* Date of Change : 2023-10-02
* Logs

o Qualified electronic signing using Swisscom Mobile ID is introduced

Agreement Version : 1.19

* Date of Change : 2024-04-17
* Logs
o Watermark logo added

o Verification page logo changed

Reference Documentation
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Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker
Swisscom AIS
Swisscom SRS

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3
All-in Signing Service Reference Guide, v2.15
Integration Guide Smart Registration Service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates that a person consents to the contents of
an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such
signatures:

» Simple Electronic Signatures

» Advanced Electronic Signatures

* Qualified Electronic Signatures

These signatures are created using an electronic identity that has a certain security Level of Assurance





(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,
taking into account the enrollment process as well as protection of the authentication needed to use
the identity.

* Low - For example self-registration.
» Substantial - Providing and verifying identity information in a structured way.

* High - For example a requirement to have a physical meeting before issuing an identity.

Simple Electronic Signature (SES)

* Basic electronic signature with low assurance.
» Typically equivalent to a handwritten signature.

* Minimal identity verification required.

Is defined as "data in electronic form which is attached to or logically associated with other data in
electronic form and which is used by the signatory to sign".

Supported methods

* Draw Signature - A handwritten signature drawn on a digital canvas.

API Signature - A signature created by consuming the web service exposed by Egreement AB.

MitID low - Danish MitID on LOA level low

* Click Signature - A signature created by personalized link.

Advanced Electronic Signature (AES)

* is uniquely tied to the signatory,
* uniquely linked to and capable of identifying the signatory
* created in a way that allows the signatory to retain control

* linked to the document in a way that any subsequent change of the data is detectable.

Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.

Supported methods

» Swedish BankID

* Norwegian BankID

* Finnish strong identification

* Danish MitID - MitID on LOA level substantial

» SMS Signature - A signature created by responding to an SMS with context specific content.





* Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based
email service.

Qualified Electronic Signature (QES)

A qualified electronic signature is an advanced electronic signature which is additionally:

Highest Level of Assurance and trust.

created by a qualified signature creation device (QSCD)
* Requires a qualified digital certificate from a qualified trust service provider.
* Legal equivalence to a handwritten signature in many jurisdictions.
Supported methods

Electronic signatures based on PKI where the signature is the highest level of electronic signature
under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.

e Swisscom Mobile ID

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric





encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).

Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

« Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

 Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing

To sign an agreement a number of actions need to be executed:





* Create text representation of agreement

* Create digital signature

Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.





Example

Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8cB7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 90f2

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

» Swisscom Mobile ID (qualified electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.





Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.

It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BanKkID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log

Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

* personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

* tbsHidden - Hidden data being signed, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,





supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.





Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

 personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.

* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

* signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.
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* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.

Swisscom Mobile ID

Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.

It is a PKI based solution that uses a smartphone application to authenticate signees. After successful
authentication a short lived certificate is issued that is used to produce a Qualified Electronic
Signature.

Signature format

Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message
Syntax, where the detached data being signed is the tbsHidden and message is the message shown to
the user in the Mobile ID client.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no used to trigger the signee’s authentication of the signature.

* personName - Full name.

* personSurname - Surname.

* personGivenName - Given name.

* personSerialNumber - Swisscom evidenceld.

* startDate - Date when signing was started.

* signatureMethod - Will be swisscom-qes.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* message - Message shown in the Mobile ID client when user approves the signature, base64
encoded.

 tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

 User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.
* Hashed TBS

* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

 signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

12





API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

e personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.
* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.
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 signatureMethod - Will be sms-signature.
e OTP - One Time Password.
How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

* hash (array): HASHLG( agreementName + mobile + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.

* timestamp - Date when signing was started.

» agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

¢ OTP - One Time Password.
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How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
* random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or

if there are errors in the tools or in the documentation?
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